How to Configure Security Settings

This article describes how to configure the Security Configuration Wizard. This configuration is for users who
are running AGCC Workgroup. This document should be executed by your local IT Administrator only.

Security Configuration Wizard is an optional component of Microsoft product. The screenshots in this document
may differ depending upon how your local administrator configured it initially.

The instructions below describe how to configure the Security Configuration Wizard (SCW) to allow the
configuration and opening of ports to grant permissions to AGCC to access ports that the IT group allows.

1. Go to Start-> Administrative Tools->Security Configuration Wizard
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2. Choose “Edit an existing security policy” and browse to where the security policy file is located and click
Next. There is no default security policy file location. The security policy file location is provided by your
IT group/department. You will need this information to proceed through the rest of the document.
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Security Configuration Wizard

Configuration Action
¥ou can creake a new security policy; edit or apply an existing security palicy; ar rallback the

last applied security policy,

X

Select the ackion wou wank to perform:

& Create a new security policy

% Edit an existing security policy

" apply an existing security policy

{” Rollback the last applied security policy

Existing security policy File:

C INDOWS, security mssow Policies AFFy Policies, xoml

Learn mare about configur ation ackions,

Erowse, .. |

« Back

Cancel |

3. By default, the server name will appear (e.g., SIG17). If this is the server that is used as the baseline for
all standard security across the network, then select that. Otherwise, enter the name of the server that
is used as the baseline security policy.
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Security Configuration Wizard x|

Select Server

The configuration of the server that vou seleck will be used ta edit the selecked security palicy. @

Select the server that was used as a baseline For this security policy, You can apply this palicy to the
selected server or bo any server an your nebwark with a similar configur akion,

Server (use DNS name, NetBIOS name, or IP address);

I Erowse, .. |

& You must have administrator privileges on the selected local server, IF wour current user account
does nok have administrator privileges on the selected local server, click Cancel, rerun the
wizard using Fun As, and specify another account,

The II5 6.0 comman files are required on the local machine when remotely scanning an 115 6.0
sErver,

Learn mare about selecking and confiquring qroups of servers,

« Back I Blext = I Cancel

4. Click Next. The “Processing Security Configuration Database” screen appears below.
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Security Configuration Wizard

Processing Security Configuration Database
The security canfiquration dakabase conkains information about roles and ather Features,

Processing complete

Wiew Configuration Database |

Learn mare about security confiquration dakabase,

Cancel |

4. Click Next and the “Role-Based Service Configuration” screen appears below.
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Security Configuration Wizard x|

Role-Based Service Configuration

Ilse this section to confiqure services based on the selected server’s roles
and other Features, These roles and other features are also used bo
determine settings in other sections.

& Answering these questions incorrectly might disable desired
Functionality or enable undesired Functionality. Before proceeding,
make sure that wou have thorough knowledge of the roles and other
features performed by this server,

Learn mare about configuring services based on roles,

« Back

Cancel |

5. Click Next and the “Select Server Roles” appears below.
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Security Configuration Wizard x|

Select Server Roles
These server roles are used ta enable services and open paorts. & server can perfarm mulkiple
roles,

L= IInstaIIeu:I roles "’I

Select the server roles that the selected server performs;

[¥ [ &0 Federation Service Or AD Federation Service Procy
¥ [+ Application server

¥ [+ &5P.MET session state server

[T [# OFS server

¥ [ File server

¥ [ Middle-tier application server (COM+DTC)

[~ [+ Print server

[T [# Remoate accessiYPM server

[T [+ Telnet server

W'e tl SEFYEr

Learn mare abouk server roles,

« Back I Blext = I Cancel

6. Verify that the Web server is checked.
7. Click Next and the “Select Client Features” screen appears below.
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Security Configuration Wizard

Select Client Features
Servers also act as clients, These client features are used ko enable services, & server can
suppott mulkiple dient Features,

WiE IInstaIIeu:I fFeatures j

Select the client features that the selected server performs:

_______ [+ Automatic update client -
¥ [# DHCP client

¥ [ DMNS client

¥ [ DMNS registration client

¥ [# Domain member

[~ [+ FTP client {normal mode)

[T [# aroup Policy administrative clisnt

W [ Microsoft nebworking client

[T [ Remote access client

[T [ 54U client
[ [ WebDaY client j

Learn mare about clienk features,

« Back I Blext = I Cancel

8. Leave the selected defaults and click Next and the “Select Administration and Other Options” screen
appears below.
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Security Configuration Wizard

Select Administration and Other Options
These administration and other opkions are used ko enable services and open paorts,

Mg IInstaIIeu:I options j

Select the options used to administrate the selected server;

il Alerter -
¥ [» Application Experience Lookup Service

¥ [+ &pplication installation Fram Group Policy

[~ [+ sodio

[ [# Background Intelligent Transfer Service (BITS)

¥ [ Backup (MT ar 3rd parky)

¥ [# Backup to local hardware

[T [# Erowse masker

[T [+ Browser

[T [ Content indexing

[T [» DFS remate administration j

Learn more about administration opkions.

« Back I Blext = I Cancel

9. Leave the selected defaults and click Next and the “Select Additional Services” screen appears.
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Security Configuration Wizard

Select Additional Services

There are services installed on the selected server that were Found while processing the
security configuration database,

Select the additional services that the selected server requires:

i+ .MET Runtime Cphimization Service v2.0,50727_X86 -
[+ AECCAuditLogger

[+ sECCIndexer

[+ AGCCTaskManager

[+ Grdodsyve

[+ GcdaFsye

[+ GedoService

[+ McAFee Framework Service
[+ MAI ePalicy Orchestrakar Agent
[+ Metwork Associakes McShield

[+ Metwork Sssociates Task Manager

RS IR Y G IR I I B R R R

[+ CracleDBConsaleorcl j

Learn mare about additional services,

« Back I Blext = I Cancel

10. Verify that the following services are checked:
a. AGCCAuditLogger
b. AGCCIndexer
c. AGCCTAskManager
d. SQL Server (SQLEXPRESS)
11. . Click Next and the “Handling Unspecified Services” screen appears below.
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Security Configuration Wizard x|

Handling Unspecified Services

Unspecified services are services that are nok installed on the selected server and nat lisked in @
the security configuration database,

This security policy might be applied ko servers with services not specified by the policy. When an
unspecified service is found, perform the Following action:

%' Do not change the startup mode of the service!

" Disable the service

Learn mare about unspecified services,

« Back I Blext = I Cancel

12. Leave the selected defaults and click Next and the “Confirm Service Changes” screen appears below.
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Security Configuration Wizard

Confirm Service Changes

Before conkinuing, confirm that the service changes resulting from wour role and other Feature
selections are correct,

Wiew: | Changed services j

If applied ko the selected server, this security palicy waould use the Fallawing service canfiguration:

Setvice

1| | i

To undo any of the above changes, go back ko the previous pages and change the selection lisked in the
Idsed By column,

Learn mare abouk confirming service changes,

« Back I Blext = I Cancel

13. The screen will show all the services that were changed in step 10. Confirm the changes. Click Next

and the “Network Security” screen appears below.
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Security Configuration Wizard x|

Network Security

IJse this section to configure inbound parts using Windows Firewall based
an the roles and administration options that you selected, In addition, wou
can restrict access bo ports and indicate if port traffic is signed or
encrypted using Inkernet Prokocol Security (IPsec),

Answering these questions incorrectly might prevent the selecked
server From communicating with other computers,

If wou skip this section, this security policy will not configure Windows
Firewall or IPsec settings, IF you do nok skip this section, YWindows
Firewvsall will be enabled, and IPsec mayv be enabled as necessary, ko
support configuration and use of the firewall,

Learn mare abouk nebwork security,

« Back I Blext = I Cancel

14. Uncheck “Skip this section”. Click Next and the “Open Ports and Approve Applications” screen appears
below.
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Security Configuration Wizard

Open Ports and Approve Applications

The inbound ports lisked below are used by the rales and administration apkions that yaou
selected, Selected ports are opened, unselected ports are blocked.,

Wiew: Al ports |
Select the parks o open:

¥ [+ s0(HTTF) o
W [+ 123 (NTF)

¥ [ 135 (RPC endpoint mapperCCOM)

¥ [# 157 (MetBICS name service)

W [+ 129 (MetBIOS session service)

¥ [+ 443 (HTTPS)

¥ [» 445 (3ME)

¥ [ 3389 (Remote Deskiop Probocol)

V¥ [+ 42424 (ASP.MET Session State) hd

L1

Add. .. | Edit. .. Remove Advanced... |

Learn more about opening ports and approving applications.

« Back I Blext = I Cancel

15. Verify ports 80 & 443 (used by AGCC) are checked. Click Next and the “Confirm Port Configuration”
screen appears below.
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Security Configuration Wizard

Confirm Port Configuration
Before conkinuing, confirm that the inbound port configuration resulking from your selections is
carreck,

If applied to the selected server, this security policy would use the Following inbound port configuration:

Protocol | Status Security Cptions Restrickions
snTibiE
123 (MNTF) Cpen
135 (RPC endpoint mappet/TCOM) TCP Cpen
137 (MetBIOS name service) LIDP Qpen
137 (MetBIOS name service) TCP Cpen
139 (MetBI0S session service) TCP Cpen
443 (HTTPS) TCP Open
445 {SME) TP Open
3389 (Remote Deskiop Prokocol) TCP Cpen
47424 (A5P.NET Session Stake) TCP Cpen
Ports used by AGCCAuditLogger (AU, .. approved _Ij
1| | »

To change any of the above settings, go back ko the previous pages and change the appropriate
selections,

Learn mare abouk confirming pork confiquration.

« Back I Blext = I Cancel

16. Verify the changes. Click Next and the “Registry Settings” screen appears below.
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Security Configuration Wizard x|

Regqgistry Settings

IJse this section to configure protocols used bo communicake with okher
computers, When configured to communicate with computers running
eatlier wersions of Windows, these protocols are wulnerable ko exploits
such as password cracking and man-in-the-middle attacks,

& Answering these questions incorrectly might prevent compukers
running earlier versions of Windows from communicating with the
selected server, IF wou do nok know the characteristics of the
computers that are communicating with the selected server, wou
should skip this section.

If wou skip this section, this security policy will not configure regiskr
settings.

Learn maore abouk regiskry sekbings,

« Back I Blext = I Cancel

17. Check “Skip this section”. Click Next and the “Audit Policy” screen appears below.
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Security Configuration Wizard x|

Audit Policy

Ilse this section to confiqure auditing based on waur auditing objectives,
The auditing policy determines the success and Failure events that are
logged as well as the file system objects that are audited. Auditing File
syskem objects can degrade syskem performance and can resultin a
large number of events generated,

Warning: Any system access control lists (SACLs) specified in this
section and applied via the resultant policy cannok be removed using
SCw rollback,

If wau skip this section, this security palicy will nat canfiqure auditing.

Learn more abouk audik policy,

« Back I Blext = I Cancel

18. Check “Skip this section”. Click Next and the “Internet Information Services” screen appears below.
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Security Configuration Wizard x|

Internet Information Services

Ilse this section to confiqure Internet Infarmation Services (115, This
section is displaved because the \Web server role was selected.

If wou skip this section, this security policy will nok configure 115 beyond
enabling its services and configuring its parts,

Learn mare abouk I15 securiky policy,

« Back I Blext = I Cancel

19. Check Skip this section. Click Next and the “Save Security Policy” screen appears below.
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Security Configuration Wizard x|

Save Security Policy

Ilse this section to save the policy wou have created. You can apply it ta
the selected server now, or you can apply it ko the selecked server or ather
servers later,

« Back

Cancel |

20. Click Next and the “Security Policy File Name” screen appears below.
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Security Configuration Wizard

Security Policy File Name
The security policy File will be saved with the name and description that vou provide.,

Security policy File name £a ‘. xml' File extension will be appended if not provided):

CHWIRDOW S security mssow Policies\ Mew Palicies, sl Browse. .. |

Description (optional):

This security palicy is For &GCC, ;I

Wiew Security Paolicy Include Security Templates. .,

Learn mare about saving securiky policies.

« Back I Blext = I Cancel

21. In the Security policy file name text box, enter a new name if you're creating a new policy. Or you can
save the policy to overwrite an existing policy. Click Next and the “Apply Security Policy” screen
appears below.
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Security Configuration Wizard

Apply Security Policy
You can apply the security palicy o the selected server now or laker,

" apply laker

Fun this wizard again to apply this security palicy at a laker time,

When wou click Mext, the wizard applies this security paolicy o the selected server,

Learn mare about applving securiby policies,

< Back I Mext = I

Cancel

22. Choose Apply now and click Next to apply the new policy immediately.
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Security Configuration Wizard

Applying Security Policy
The Security Configuration Wizard is applving the secoriky paolicy o the selected server,

Application complete

Cancel |

23. When the application is completed, click Next and the screen appears below.
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Security Configuration Wizard x|

Completing the Security Configuration
Wizard

Yo hawe successfully campleted the Security Configuration Wizard,

The security policy wou created is located at:
i IO S securityimssow Policies | Mew Policies xml

To apply this security palicy bo the selected server ar other servers laker,
run this wizard again,

To close this wizard, click Finish.

= Bach

Zancel |

24. Click Finish to complete the security configuration wizard.

25. The Security Configuration Wizard is now complete.

26. Launch AGCC to see if the Security Configuration Wizard has been configured properly. If AGCC does
not launch, the SCW was not configured correctly. To correct this, go through the document again and
verify that the entries are accurate.
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