Microsoft Windows XP SP2 and Firewall Technical Note for the
GeneChip® GCS-3000 Targeted Genotyping System

The note describes required changes to the Windows Firewall on the GTGS and GCOS
Workstations, and required DCOM group policy changes on the GCOS workstation, if the
computers are using Windows XP Service Pack 2

Microsoft released Windows XP Service Pack 2 in August 2004. On April 14,2005 Microsoft unblocked the auto-
update feature for XP Service Pack (SP) 2. Workstations that have the auto-update feature of Windows XP
enabled will have Service Pack 2 applied automatically. Service Pack 2 enables software features that will help
to enhance the ability of computers running Windows XP to withstand malicious attacks, especially those from
viruses and worms. The technologies include these improvements:

Network protection
Memory protection
E-mail handling

Web browsing security
Computer maintenance

As part of the Network protection enhancements, Windows XP Service Pack 2 installs a Windows software
firewall and enables access control restrictions in various areas.

Section 1: If you choose to keep the firewall on for the GTGS Lab Workstations, you will need to follow the
instructions in Section 1. HTTP port 80 and SQL Server port 1433 will need to be opened on the Post-Amp Lab
Workstation. If these ports aren’t opened, the Pre-Amp Lab Workstation will not be able to run GeneChip®
Targeted Genotyping Analysis software (GTGS), since the application is being accessed from the Post-Amp
Workstation. No adjustments are needed for the Pre-Amp Lab Workstation.

Section 2: If you choose to keep the firewall on for a GCOS workstation that has been updated to Windows XP
Service Pack 2, you will need to follow the instructions in Section 2. The GeneChip® Operating Software
(GCOS) communicates with GTGS on another computer using DCOM. Microsoft Windows XP SP2
enhancements will block traffic on DCOM port 135 and communication with GcdoAffy.exe, due to the Windows
Firewall. This will prevent the GCOS workstation from communicating properly with GTGS workstations.
Section 2 describes how to adjust the Firewall to enable communication between GTGS and GCOS.

Section 3: If the GCOS workstation has been updated to Windows XP Service Pack 2, you will need to follow
the instructions in Section 3. Service Pack 2 enhancements create a group policy for DCOM that by default
prevents GTGS from communicating with GCOS over the network. Section 3 describes how to adjust the DCOM
group policy to enable communication between GTGS and GCOS.

Note: If a GCOS workstation has been upgraded to XP Service Pack 2, please also refer to the support
documentation at http://www.affymetrix.com/support/technical/product_updates/gcos xpsp2.affx

NOTE: A computer’s firewall settings may automatically change when a computer is added to a
domain, or when Norton AntiVirus is activated.

NOTE: It is necessary to have local administrative rights to manage these settings.
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Section 1: Adjust the Windows Firewall settings for the GTGS Post-Amp Lab Workstation
Note: No Firewall adjustments are needed for the GTGS Pre-Amp Lab Workstation

1. Log into the GTGS Post-Amp Lab Workstation as Administrator on this computer.
2. From the Start Menu, select Control Panel, and click on the Security Center.

# Control Panel

File Edit W%ew Favorites Tools Help

Qe - @ - F| Osearch [ roes | -

Address | Control Panel Harton Antivirus &) -

ontrol Panel = ‘ Pick a CatEgory

3 Switch to Classic Visw

See Also

& Windows Update
@) Help and Support

63 Other Contral Panel
Cptions

&
Y_‘-' Network and Internet

i . User Accounts
i Connections 2
-

Add or Remove Programs Dat'.!' e L_anguage, and
1 Regional Options

\ ¢« 4 Sounds, Speech, and Audio

A ) Accessibility Options

b Performance and [Be fitily Centor
Maintenance —’;

3. Within the Windows Security Center window, select Windows Firewall.

¥ Windows Security Center

¥ Security Center
Help pratect your PC

@) Rosirces &) Security Esentials

The security settings on this computer are managed by a netwark administrator
because it is part of a domain (a group of computers on a network). To help protect

= Get the latest it d
il R your computer, the administrakar of this computer should do the Following:

information From Microsoft
» Install and use a firewall such as Windows Firewall in Microsoft Windows 2P or

= Check for the latest updates from arotfer Fromal.

Windows Update
* Sek up Automatic Updates ko download and install critical updates automatically,
= Get support for security-related

issues + Install antivirus softwars and keep it turmed on snd p to date,

+ Gt help about Secury Center wihat's new in Windows to help protect my computer?

e the way Securit:

Manage security settings for:

@ Internet Options b Automatic Updates
e Windows Firewill
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4. In the General tab, if you wish the firewall to be on, then On (recommended) should be selected, with
Don’t allow exceptions UNCHECKED. If this is not the case, there are three possible reasons (and
suggestions):

* Windows Firewall ]

General | Exceptions | Advanced

‘wiindows Firswall helps protect your computer by preventing unautharized users
from gaining access to pour computer thiough the Intemet or a network.

@ (& On (recommended)

This selting blacks all autside sources fiom Gonnecting to this
computer, with the exception of thass selscted on the Exceptions tab

[]Don't allow exceptions

Select this when pou connect to public networks in less secure
lncations, such az airparts. You will not be natified when Windaows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ ) OFf (not recommended)

Awoid using this setting. Turning off Windows Firewal may make this
camputer more vulnerable to vinuges and intruders.

I Wwindows Firewall iz using your domain settings. l

‘what else should | know about 'wWindows Firewall?

e Reason #1: If the highlighted text in the General tab screenshot says “Windows Firewall is using
your domain settings”, then it is possible that adding this computer to the domain changed the
settings.

-If domain settings are used and the firewall is “On”, but “Don’t allow exceptions” is
CHECKED, then uncheck it. If this option is not available, talk to your System Administrator
to make necessary changes to allow exceptions.

-If domain settings are used and the firewall is “Off”, you can assume the site’s network policy
discourages firewall settings for this computer. You can stop reading this Technical Note, as
it doesn't apply to your configuration.

e Reason #2: Installing Norton AntiVirus with default settings can turn off Windows Firewall. Unless
the System Administrator wants to keep the firewall off, click “On (recommended)”, and make sure
“Don’t allow exceptions” is UNCHECKED.

e Reason #3: The firewall may be off if you or the System Administrator have manually turned off
the firewall per the System Administrator’s request. If this is the case, you can stop reading this
Technical Note, as it doesn’t apply to your configuration.

5. Switch to the Exceptions tab. You should see the followini for the Post-Amp Workstation:
%= Windows Firewall 3

General| Exceptions | Advanced

“whindaws Firewall is blncking incoming network cannections, except for the
programs and services selected below, Adding exceptions allows some programs
toweark better but might increase your security risk.

Programs and Services:

Mame

[lFile and Printer Sharing
Remote Assistance

[ Remote Desktop

SOL Server
Tomeat/HTTP

I UPnP Framework

Add Program Add Part

Display & notification when Windows Fireveall blocks & program

wihat are the risks of sllowing exceptions?
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6. File and Printer Sharing should be CHECKED, and entries for SQL Server and Tomcat/HTTP must be
present and CHECKED. If this is the case, you can stop reading the steps in this section , as your
configuration for the GTGS Post-Amp Workstation is already correct. However, adding the computer to the
domain may have changed the entries. If the entries need to be re-added, do the following:

Check File and Printer Sharing.

8. Select Add Port.

~

Add a Port X

Use these settings to open a port through Wwindows Firewall. To find the part
rumber and protocol, consult the documentation for the program or service you
want bo use

Name: |Tomcat/HTTR

Port rumber: |80

@TcP QUDP

‘wfhat are the risks of opening & port?

Change scope...

9. Enter Tomcat/HTTP for the Name, 80 for the Port number, and make sure TCP is selected.
10. Click Change Scope.

Change Scape @I

To specify the set of camputers for which this port or program is unblocked, click an
option below.

To specify a custom list, type a list of P addresses, subnets, or both, separated by
commas.

() &ny computer (including those on the Intemet]

G)%My netwark [subnet) anly

() Customn list

Example: 192.168.114.201,792.168.114. 201 /265.266.256.0

11. Select My Network (subnet) only and click OK.

NOTE: Talk to your System Administrator if you're unsure whether the Pre-Amp and Post-Amp Lab
Workstations are on the same subnet.

12. Click OK in the Add Port window to add the Tomcat/HTTP exception.
13. Select Add Port.

Add a Port X

Use these settings to open a part trough windows Firewall. To find the port
number and protocol, consult the documentation for the program or service wou
want o use.

Marne; |SUL Server

Port rumber. | 1433

@T1CP QOuop

‘wihat are the risks of opening a port?

Change scope..

14. Enter SQL Server for the Name, 1433 for the Port number, and make sure TCP is selected.
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15. Click Change Scope...

Change Scape r‘g|

To specify the set of camputers for which this port or program is unblocked, click an
option below.

To specify a custom list, type a list of P addresses, subnets, or both, separated by
commas.

() &ny computer (including those on the Intemet]

G)%My netwark [subnet) anly

() Customn list

Example: 192.168.114.201,792.168.114. 201 /265.266.256.0

16. Select My Network (subnet) only and click OK.

NOTE: Talk to your System Administrator if you're unsure whether the Pre-Amp and Post-Amp Lab
Workstations are on the same subnet.

17. Click OK in the Add Port window to add the SQL Server exception.
18. Click OK to close Windows Firewall.
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Section 2: Configure Windows Firewall and DCOM settings on the GCOS Workstation to allow

GCOS to communicate with GTGS

1. Log into the GCOS Instrument Workstation as Administrator on this computer.
2. From the Start Menu, select Control Panel, and click on the Security Center.

B Control Panel
File Edit Wiew

Q Back \)

Favorites  Tooks  Help

L@ psaarch [L: Folders

address | [ Control Panel

m’ Control Panel

%
B Swicch to Classic Yiew

See Also

& Windows Update
@) Help and Support

& Other Control Panel
Optians

?@ #Add or Remave Programs

! Performance and

‘d Maintenance

Marton Antivirus §

B =

Pick a category

=
"@ Appearance and Themes
-«

Q Printers and Other Hardware

N

Network and Internet

& . User Accounts
Connections #

Date, Time, Language, and
Regional Options

\ Sounds, Speech, and Audio

J Devices

Accessibility Options

Ewrit Center

3. Within the Windows Security Center window, select Windows Firewall.

¥ Windows Security Center

0 Resources *

= Gek the latest security and wirus
information from Microsoft

= Check for the latest updates from
Windows Update

= Get support for security-relsted
Issues

= Get help about Security Certer

the wa:
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¥ Security Center
Help protect your PC

Security Essentials
The security settings on this computer are managed by a netwark administrator
because it is part of a domain (a group of computers on a network), To help protect
your computer, the administrakor of this computer should do the Fallowing:

= Install and use a firewall such as Windows Firewall in Microsoft windows =P or
another firewall.

+ Set up Automatic Updates to download and instal critical updates automatically.
= Install antivirus software and keep it turned on and up to date,

wthat's new in 'Windows to help protect my computer?

Manage security settings for:

? Internet Options “ Automatic Updates
a Windows Firew@ll
r :
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4. Click on Windows Firewall to open the dialog for changing the firewall settings. If it is “On”, make sure
that “Don’t allow exceptions” is not checked. If it is “Off”, then you do not need to do any further steps in
this section, because no firewall configuration is needed.

& Windows Firewall

General ‘Exceptluns Advanced

‘windows Firewall helps protect your computer by preventing unautharized users
from gaining access to your computer trough the Intemet or a network.

@ @ On [recommended)

This setting blocks all outside sources from connecting to this
computer, with the exception of thase selected on the Exceptions tab,
[ Don't allow exceptions
Select this when pou connect to public netwarks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceplions tab wil be
ignored,

@ ) Off (not recommended)

Awvoid using this setting. Tuming off Windows Firewal may make this
camputer more vulnerable to vinuzes and intruders.

Windows Firewall s sing your non-domain settings.

bhat else shauld Tknaow shout Windows Firevalld

5. Select the Exceptions tab. If there is a DCOM entry, select Edit... If there is no DCOM entry, select Add
Port...

™= Windows all &‘

Geneial | Exceplions | Advanced

“windows Firewall is blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some programs
ta wark better but might increase your security risk.

Programs and Services

Narne
File and Printer Sharing
Femate Assistance

O FRemote Desktop
CIUPAP Framework

[ AddProgam.. | [ AddPor.. ][ Edi..

Display a notification when Windows Firewall blocks a program

‘wihat are the risks of allowing exceptions?

6. For the Name field , enter DCOM. For the Port number, enter 135.

Use these settings to open a port thiough Windows Firewall. To find the port
number and protocal, consult the documentation for the program or service you
want to uze.

Marne: ‘DCDM ‘

Fart nurnber: ‘135 ‘

® TP CuoP

‘what are the risks of opening a port?

7. Click Change scope...
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8. Select My network (subnet) only, and click OK.

To specify the set of camputers for which this port or program is unblocked, click an
option below.

To specify a custom list, type a list of P addresses, subnets, or both, separated by
commas.

() &ny computer (including those on the Intemet]

@%My netwark [subnet) anly

() Customn list

Example: 192.168.114.201,792.168.114. 201 /265.266.256.0

9. From the Exceptions tab, click Add Program...

s .
= Windows Firewall

General| Exceplions | Advanced

‘windows Firewall is blocking incoming netwark. connections, except for the
programs and services selected below. Adding exceptions allows some programs
towork better but might increase pour security risk.

Programs and Services:

Name
File and Printer Sharing
Remate Assistance

[ Remate Desktop

[ UPNF Framework

[ Add Program.. ] l Add Port... ][ Edit... ] [ Delete

Dizplay a notification when Windows Firewall blocks a program

‘wihat are the risks of allowing exceptions?

10. Select Browse and change the directorﬁ to the GCOS install directory.
Add a Program gl
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Ta allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

Programs

[0l ResourceCD

M FreeCel

£ GCOS Administator

! GCOS Manager

" Gienelhip Operating Softwars
W Hearts

@ Intemet Backgamman

@ Intemet Checkers

Q Intemet E wplorer

P Intemet Hearts

Path |C.\FrugramFlles\.‘-\ﬂymetnx\ﬁeneCh\p\AlfyDal|[ Biowse.._|
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11. Select GecdoAffy.exe from the GCOS directori and i ress Oi en.
Browse E]

12. Click Change scope...

&

My Recent
Documents

My Network.

Lock it ‘@Eeneth\p vl o
62 affy_Data P GedoFsie FIreportcontroller
ICLibrary Updake BchuImport -'_'Samp\aHistory'
) Migrate [ aedopublish [ ToggleLimsatibrarysuy
ICIReadme [FGedoservice = " Warkflow
{ibd AffxDiagnostic M aedaTsve
 AffyDataConverter
FaffyLimsInfa
EAnIysCtrl
o "Batchalize
@chipmrt
FloTTacooaffy o, GeneExp
EchoAdmin EImageQuerv
[ imageserver
EchoAsvc -'_'ParAI\eIeEatch
[Mecdacopy Jbpublish
< kd
File name | Gododtly v [oeen |
Files of type: | Applications [* exe.".com"iod) v [_cancel |

Edit a Program

You ean allaw communication with this program from any compuler,
including these on the Intemet or just from computers on your network

Name: [ Gedottty

Fath ‘E\PlngramF\\Es\AffymEIrix\ﬁEnEEhip\BcdDAllyexe ‘

13. Select My network (subnet) onlﬁ and click OK twice.
nge Scope El

To specify the set of computers for which this part or program is unblocked, click an
option below.

To specify a custom list, type a list of P addresses, subnets, or both, separated by
commas.

() Any computer (including those on the Intemet)

My netwark [subnet] anly

() Custon list

Example: 132.168.114.201,152.168.114.201/265.265.256.0

14. When done, the Exceptions tab should show at least the following entries:

General| Exceptions | Advanced

safindaws Firewal is blacking incoming network connections, except for the
programs and services relected below, Adding exceptions allows some programs
toweork better but might increase pour security risk.

Programs and Services:

Mame:

File and Prinker Sharing
Gedadify

Remate Assistance

[ Remote Desktop

L UPNP Framewerk

[ AddProgiamn.. | [ Add Port

][ Edt. ][ Deee

Display a notification when Windows Firewall blocks a program

‘wihat are the risks of allowing exceptions?

15. Click OK to close the Windows Firewall control panel.
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Section 3: Configure the DCOM group policy on the GCOS Workstation to allow GCOS to
communicate with GTGS

Note: This step is only necessary for GCOS workstations running Windows XP Service Pack 2.

=

Log into the GCOS Instrument Workstation as Administrator on this computer.
2. Select the Windows Start menu and select Run. Enter gpedit.msc and click OK. This will start the
Windows Group Policy console.

. Type ths name of & program, folder, dacument, or

Internet resource, and Windows wil open it for you,

Opsn: | gpedit.mse |

0K H Cancel ][ Browse...

3. In the left pane select the Local Computer Policy > Computer Configuration > Windows Settings > Security
Settings > Local Policies > Security Options item. The list of policies will be displayed in the right pane.

‘il Group Policy

File Action View Help

& o @@ A 2

=¥ Local Computer Policy Palicy Security Setting A
= {8 Computer Configuration [&]accounts: Administrator account status Enshled
- (3 Software Settings 8 accounts: Guest account status Disabled
= (0 Windows Settings Accuunts: Limit local account use of blank passwords to console logon only Enabled

F—% Seripts (StartupShutdawn) [&]accounts: Rename administrator accounk Administrator
= "; E'ﬁ;i:if’fﬁms 8 accounts: Rename guest account Guest

B8 Local Plicies Aud\t: Audit the access of global system objects Disabled
2 G Audt Policy [&8]audit: Audit the use of Backup and Restore priviege Disabled

+ (28 User Rights Assignment

Shut down system immediately if unable to log security audits Disabled

+ (18 Security Options o fined
& (20 Public Key Policies [BH]DCOM: Machine Launch Restrictions in Security Descriptor Definition Langusde (SDOL) syrtax Mt defined
) (2] Software Restriction Polices | #4]Devices: Allow undack without having ko log on Enabled
+ “g 1P Security Policies on Local ¢ Dewces: Alloved to Format and eject removable media Adrministrators
) (L] Admiristrative Termplates [&¥]Devices: Prevent users From instaling printer drivers Disabled
-1 42 User Configuration [8¥]Devices: Restrict CD-ROM access to locally lagged-on user only Disabled
-] Softwars Settings Dewces: Restrict Floppy access to locally logged-on user onby Disablzd
= (] Windows Settings (8] Devices: Unsigned driver installation behavior warn but allow
- (L1 Administrative Templates [8¥]0omain controller; Allow server operators ta schedule tasks Mok defined
BEINnrsin enkenller: | AP Srsr sianina e irmenks Nk defired

Note: If there are no DCOM entries in this window, then you do not have to do any of the configuration
steps in this section.

4. In the right pane double click on the DCOM: Machine Access Restrictions ... item. The Machine Access
Restrictions dialog will appear.

DCOM: Machine Access Restrictions in Security Descri... E|g|

Template Secuity Policy Setting

g DCOM: Machine Access Restrictions in Security Descriptor
'l Definition Language (SDOL) syntax

I the zecurity descriptar is left blank after defining the policy etting in the.
template, the policy setting will not be enforced

Secuity descriptar:

5. Click Edit Security... The Access Permissions dialog will appear.
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Access Permission

Security Limits ‘

Birowp of st Pames

mANUNYMUUS LOGOM
@ 5

Pemissians for Everyone Allow Deny
Local ecess O
Fiemote Access O

6. Select the Everyone user. Verify that the "Allow" option is checked for both Local Access and Remote
Access.

7. Click OK in the both the Access Permissions and Machine Access Restrictions dialogs to apply the changes.

8. Now double click on the DCOM: Machine Launch Restrictions ... item. The Machine Launch
Restrictions dialog will appear.

DCOM: Machine Launch Restrictions in Security Descr... |E|E|

Template Securty Palicy Setting |

. DCOM: Machine Launch Restrictions in Security Descriptar
_" Definition Language (SDDL) syntax

If the secuity descriptor is left blank aiter defining the policy selting in the
template, the policy setting will not be enforced

Security descriptar:
|\ ” Edit Security...

9. Click Edit Security... The Launch Permissions dialog will appear.

Launch Permission

Security Limits ‘

Group or user names.

m Administrators (PRECISION-01\Administrataors]

[ «ilE "

Permissions for Everyone Allow Deny
Local Launch O
Remote Launch O
Lacal ctivation O
FRemote Activation O

10. Select the Everyone user. Check the "Allow" option for all permissions.
11. Click OK in the both the Launch Permissions and Machine Launch Restrictions dialogs to apply the changes.
12. Restart the workstation.
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