Symantec Norton AntiVirus Configuration for the GCS-3000
Targeted Genotyping System — Technical Note

How to activate Norton AntiVirus 2008 on the Instrument Workstation and GTGS
Workstations, and how to customize Norton AntiVirus when using GCOS

Affymetrix bundles Symantec’s Norton AntiVirus software with the Instrument Control Workstation and
GTGS Workstations. The software is pre-installed, but is only activated by the system administrator if
desired.

Norton AntiVirus provides comprehensive virus prevention, threat detection, and repair software for your
computer. It automatically detects and repairs known viruses. It detects viruses and other potential risks
in instant messenger attachments as well as in email messages, Internet downloads, and other files.
Norton Antivirus can be configured to automatically update its virus definitions over the Internet, to be
prepared for the latest threats. It includes expanded threat detection of both known and emerging threats,
such as spyware and other files that could put your computer at risk. It also scans files inside of
compressed files.

Internet Worm Protection default settings blocks communication between GeneChip® Operating Software
(GCOS) and GeneChip® Targeted Genotyping Analysis Software (GTGS), which exist on different
computers.

Section 1 describes how to activate Norton AntiVirus on all machines, and checks that it doesn’t interfere
with existing Microsoft Windows Firewall settings.

Section 2 describes how to open ports 135 and 1025 through 1035 on the GCOS Instrument Workstation
within the Norton AntiVirus, so that GCOS can communicate with GTGS using DCOM. This step is not
necessary if Affymetrix GeneChip© Command Console is used instead of GCOS.

Note: The only antivirus solution supported by Affymetrix is Norton Antivirus.

Note: It is necessary to have local administrative rights to make changes to the Norton
AntiVirus settings.
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Section 1: Norton AntiVirus 2008 Activation

NOTE: Do the following activation steps for the GTGS Pre-Amp and Post-Amp Lab Workstations, and the
GCOS Instrument Control Workstation

1. Log in to Windows as Administrator. Unless your system administrator has changed it, the password
will be blank.
2. Check existing Firewall settings
e Navigate to Start Menu > Control Panel > [Security Center] > Windows Firewall (This control
panel may not exist if the computer isn't using Windows XP Service Pack 2. If the Windows
Firewall control panel doesn't exist, skip to step 3.
e In the General tab record whether the firewall is ON or OFF.
3. Upon launching the NAV installer, the following screen is displayed. Click on 'Install Norton AntiVirus'.

i1

Norton" AntiVirus %

Install Norton AntiVirus

Browse CD

Exit

4. Click Yes to download updated Installation files.

Mortan Livelnstall = x|

Updated installation files are available. It is recommended that
vou download these files. If you choose not bo download these
files, wour installation will continue without the most recent
updates. Would you like to download now?

5. Wait while setup files are updated.

Morton Livelnstall | =0

Plzase wait while your setup files are updated.

Updating files. ..
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6. Enter the Product Key and then accept the license agreement.

% Norton Antivirus Setup

Norton AntiVirus

License Agreement

SYMANTEC SOFTWARE SERVICE LICENSE AGREEMENT
Norton AntiVirus

| &

IMPORTANT: PLEASE READ THE TERMS AND COMDITIONS OF THIS LICENSE AGREEMENT
("LICENSE AGREEMENT") CAREFULLY BEFORE USING THE SOFTWARE (AS DEFINED
BELOWY). SYMANTEC CORPORATION, IF YOU ARE LOCATED IN THE AMERICAS; OR
SYMANTEC ASIA PACIFIC PTE LTD, IF YOU ARE LOCATED IM THE ASIA PACIFIC RIM OR
JAPAN; OR SYMANTEC LIMITED, IF ¥OU ARE LOCATED IN EUROPE, THE MIDDLE EAST OR
AFRICA ["SYMANTEC") 1S WILLING TO LICENSE THE SOFTWARE TO ¥OU AS THE INDIWVIDUAL,
THE COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE SOFTWARE
(REFEREMCED BELOW AS ™Y OU" OR "YOUR") OMLY ON THE COMDITION THAT ¥ OU ACCEPT
ALL OF THE TERMS OF THIS LICENSE AGREEMENT. THIS IS A LEGAL AND ENFORCEAEBLE
CONTRACT BETWEEN YOU AND SYMANTEC. BY OPENING THIS PACKAGE, BREAKING THE

| = &

SEAL, CLICKING THE "I AGREE" OR "YES" BUTTOM OR OTHERWISE INDICATING ASSENT

EIECTOARICALLY QDL AARIKG THE QOETUWADE WAl AGDEE T THE TEDRS AN

Please enter your Product Key, and then click | Agree to accept the license agreement.

How to find your Product Key

Buy a new Product Key

7. Select Installation Options and click Next.

Y Morton Antivirs Setup

Installation Options

Review the following selections and then click Next

Norton AntiVirus

| = 23

Destination Folder
This prograrn will be installed to the following location:
C:'\Program Files'Norton AntiVirus

MNorton Community Watch

security and application data to antec | Recommended .

] Yes - Join Norton Community Watch. Help us help you stay safe online by automatically submitting selected

Privacy Policy

Yes - Scan for infection with latest definitions before installing this product [ Recommended ].
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8. Wait for Protection Updates installation.

% Norton Antivirus Setup =x |

Norton AntiVirus

Norton AntiVirus'

Preparing your computer for installatian. ..

9. Restart machine when prompted.

Morton Antivirus Setup ﬁ

Mortan Antivirus installation is not complete. You must restart wour computer now ta continue the installation, Would vou like to
restart your computer now? Make sure to save all unsaved data before pressing the Yes button,

10. After restart, log in and allow Norton to complete a full scan.

% Norton Antivirus Setup =x

Norton AntiVirus

Norton AntiVirus

9% downloaded

Four computer is now being scanned prior to product installation

For Faster iesults, click 'Skip'. Your system can be scanned later.
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11. Continue to wait while Norton AntiVirus completes remaining installation tasks.

$  Morton Antivirus Setup |:ﬁ

Norton AntiVirus

Norton AntiVirus’

Installing Morton Antiinus

12. Click Finish to complete Installation.

W Marton x

@ Norton AntiVirus

Whatis a subscription?

MHarton Antivirus is now installed and protecting your computer.

! i Your subscription status
_- vou have 360 days of subscription remaining.

Your Norton Account status
Your Product Key has been successfully saved inyour Morton Account.

¥ou can sign in toyour Modon Account at any time by visiting
. rytortonAccount.cam.
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13. Click Yes to remove updated files.

Updated setup files were copied ko your machine, Do you want ko remove them?

14. Open the Norton icon in the Task Bar in the lower right corner of the screen and select the Norton
AntiVirus tab. Then select Settings and ensure Automatic LiveUpdate is ON.

4 Morton C=n o T
@ Leave Feedback 9 Morton Accournt 9 Help & Suppott

Norton AntiVirus-
Subscription: 360 days remaining.

asks cans L

Basic Security

Auto-Protect on

Protection Updates 3/20/2008

Autarmatic LivelUpdate On
Web Browsing

Email & Messaging

Rlorton Antivirls Options

15. Close the Norton AntiVirus window.

NOTE: Norton AntiVirus may have changed the Windows Firewall settings. The following steps will undo
this change.

16. Navigate to Start Menu > Control Panel > [Security Center] > Windows Firewall (This control panel
may not exist if the computer isn’t using Windows XP Service Pack 2. If the Windows Firewall control
panel doesn't exist, you're done with Norton activation for this computer.

17. If Windows Firewall does exist, open it.

e In the General tab record whether the firewall is ON or OFF.
o If the Windows Firewall is in a different state (ON or OFF) than it was before, change it back to
the way it was before Norton was activated.
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Section 2: Configure Norton Antivirus on the GCOS Instrument Workstation to allow GCOS to
communicate with GTGS

NOTE: Do the following steps ONLY for the GCOS Instrument Control Workstation.

1. From the GCOS Instrument Workstation, navigate to the Start menu, and select “Programs” > “Norton
AntiVirus” > “Norton AntiVirus”. In window, Select the Norton Antivirus tab and then click on Options.

4 Norton

a, Norton AntiVirus-

- Subscription: 360 days remaining.
Secure

Basic Security

Auto-Protect Oon

Protection Updates 3i20/2008

Automatic Livelpdate on
Web Browsing

Email & Mes=zaging

Morton Antiviris Options

2. From the Norton AntiVirus Options window, Select Real-Time Protection > Choose Internet Worm
Protection. Under ‘How to customize your settings’, click General Rules.

(%, Morton Antivirus =

@ Horton
AntiVirus Options

General Options Real-Time Protection: Internet Worm Protection
LiveUpdat

e How to stay protected from certain Internet worm attacks
Real-Time Protection Turn on Internet Worm Protection

General Settings Turn on Stateful Protocol Filter

Auto-Protect Trust local networks

Email Protection [

configure

Instant Messenger

* Internet Worm Protection

. How to customize your settings
Manual Scanning

Exclusions

Home Networking

How to protect your browser from internet attacks

Turn on Browser Defender

Cefault all Cancel
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3. Click Add in Internet Protection General Rules.

Internet ¥yorm Protection General Rules

Internet Worm Protection

These iles determine how [nternet Worm Protection handles connections for all the programs on your
computer. A rule that appears abave other rules in the list overides those rules.

+ Description

|

and LDP

Default Windows File Sharing

and DR, Tracking: Create & log entry

Default Microsoft Windows 2000 SMB

g{‘&; \Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocaol: TCP
and DR, Tracking: Creates & log entry

Default Block Inbound HetBIOS
v
g“k& Block, Direction: Inbound, Computer: Any, Communications: Specific, Protocal; DR

Default Inbound Loopback
g{‘& \Allow, Direction: Inbound, Computer: Specific, Communications: Any, Protocol: TCP

Default Inbound Bootp
v
gﬁ&; \Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocal: UDP

g \Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocal: TCP

|«

4. Make sure “Allow” is selected, and then click Next.

Internet Worm FProtection General Rules

Add Rule

@) Allow: Alow connections that match this rule.

Do you want to block, allow, or monitor a new connection?

() Block: Do not sllow connections that match this rule.

5. Make sure “Connections from other computers” is selected, and then click Next.

Internet ¥yorm Protection General Rules

Add Rule

‘what type of connection do pou want to allow?

® Connections from other computers

Type of connection typical of a server application such as a'w'eb server or FTP server. Also called inbound
connections.
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6. Make sure “Any Computer” is selected, and then click Next.

Internet Worm Protection General Rules 53 |
Add Rule Help

“What computers or gites do you want to allow?

@ Any computer
O Cnly the computers and sites isted below

7. Make sure that the permitted protocols are TCP and UDP.

Internet'orm Protection General Rules 5% |
Add Rule =S

The protocol you want to allow ;| TCF and UDP E

‘what types of communication, or portz, do you want to allow?

O Alltypes of communication (all ports, local and remote)

® Cnly communications that match all types and ports listed below

C i

8. Change the permitted communication ports to Only communications that match all types and
ports listed below. Then click Add.
9. Change the “Filter by” to Individually specified ports.

Specify Ports el
Specify Ports Help

Filter by Lacality:
O Knowen ports from list @ Local
@ Incliviclually specified ports O Remate
O Port ranae
Enter port number or numbers. To enter multiple port numbers, use a space between
each entry.
138

Part Number: 702325 Rev2 page 9 of 12



e For the port, enter 135.
e Click OK to close window.
10. Back in the “Add Rule” window, click Add.

InternetWorm Protection General Rules 57 |
Add Rule it

The protocol you want to allow : | TCP and UDP

“What types of communication, or ports, do you want to allow?

O Alltypes of communication (sl ports, local and remote)

(&) Only communications that match sll types and ports isted below

11. Change the “Filter by” to Port range.

Specify Ports |
Specify Ports Help

Filter by Locality
O Knowen ports from list @ Local
O Inetividually specified ports O Remote
@ Part range

Enter the starting port
[1025 |

Erter the ending port
[1035 |

e For the starting port, enter 1025.
e For the ending port, enter 1035.
e Click OK to close window.

12. Click Next in the Add Rule window.
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13. Check the Create an event log entry option.

InternetWorm Protection General Rules 5% |
Add Rule il

When a connection matches a e

Only Lag event after it acours limes

Note: Events are viewable by returning to the first Norton window, and navigating to
“Reports” > “View Activity Log” > “Norton Internet Worm Protection” > “Activities”.

14. Click Next.

15. Name this rule as DCOM.

Internet'orm Protection General Rules 5% |
Add Rule =S

what do you want to call this ule?
Thiz description appears in the Rule Surmmary list ta help you identify this rule.

[DCom |

16. Click Next, then Finish.
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17. Select the DCOM rule, and click Move Up until it is at the top of the list, so that it will be the first rule
applied.

InternetWorm Protection General Rules sl

Internet Worm Protection

Thesze rules determine how Internet Worm Pratection handles connections for all the pragrams on your
computer. A rule that appears above other rules in the list overrides those rules.

< Description

|

DCoOM
g‘—& \Allow, Direction: Inbound, Computer: &ny, Communications: Specific, Pratocal: TCP
and LDP, Tracking: Create & log entry

Default Block Inbound HetBIOS
W
g‘k&; Block, Dirzction: Inbound, Computer: Any, Communications: Specific, Protocal; UDP

Default Inbound Loopback
g‘—& \Allow, Direction: Inbound, Computer: Specific, Communications: Any, Pratocol: TCP |—
and LUDP

Default Inbound Bootp
v
g‘_& \Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: UDP

Default Windows File Sharing
g \Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocal: TCP
ancl UDP, Tracking: Create & log entry

18. Click OK to dismiss, then click OK again, and then close all Norton AntiVirus windows.
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